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I nfor mation systems audits must evolve to become infor mation audits

Most organizations handling consumer data in segments such as financial servomas, tgiéities, and so

on, have some kind of compliance framewd8C, GLBA, HIPAA, RBI or SOX, for instance) against

which periodic compliance audits are conducted. For example, an audit on the handling of credit car
transaction data in a bank would include checking the perimeter security of the systdaia tlesides on;
checking the encryption used to store the data; looking at each input and output point that touches the data;
and, checking the levels of access each role/employee has to that data. An audit of suohidialaov

include checking the process of backup, including following the backup tape in the armored van, all the way
to the backup vault!

An audit such as the above recognizes that a leak from any part of the system rendersggtheoétthe rest
of the system useless. In such situations, the bank owns or tightly controls the entire valfrerohthe
input of the data all the way to archive and storage. At no point is the data allowed to résdsaimds of a
third party, without the third party being tied down with draconian penalty clauses for any lealayhake
place for whatever reason. As the information is resident within a specified bounftangation audit is in
reality a comprehensive information systems audit in this case.

Now take for example an audit done on a high volume transactional website that engagesyhird-par
shipment companies (to ship products bought on the website), third-party call center supponepeaad
often uses third-party business intelligence companies to give insights into custorwesrkaaithpurchase
patterns. In each of these cases, the data is shipped out or made available in re#h&sseentities. To
strictly audit third parties in such cases is highly complex, if at all possible. Statipahiies are usually
scattered around the globe and often subcontract to work-at-home employees. Further, urgency of
requirements along with costing constraints ensures that third parties are setapliartt with industry
standard security practices. Once the information has left your system, any checks dosysiarthare
rendered pretty much useless, and this lack of “trackability” directly transtetelack of accountability.

In this example, the information is not really contained within any perimeter, and any itndoranadit
should ideally cover all the systems the information touches through its lifecycle. &hisctude internal
and external systems. Clearly, this is a very difficult task. In this case, an atifemeystems audit is a poor
way of performing the information audit. In reality, the thinning of the enterprise perimadorcing
organizations to perform an information audit over and beyontlatigional information systems audit
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Going beyond the semantics, this shift is a rather fundamental paradigm shift. Focusutjttteethe asset
(information) over and beyond the cost base (systems) seems to be the correct approaudt, \eryigasy.
An information audit covers th@mplete lifecycle of informatior— from creation to destruction.

According to Shashidhar C N, a director at ISACA, Bangalore, “Any data constitutingweepsitsonal
information (SPI) needs to be encrypted at rest and in transit. If not, it's as good asrsstsed. With
increasing awareness of auditors in performing information audits rather tharsjest syidits, and
availability of technologies such agormation rights management (IRMjompanies no longer have an
excuse for not protecting SPI data, or to claim that once the information has lefyshminsthey are no
longer able to control its use."”

There will be no real "boundary" of this information audit, since the information will spangters,
countries, companies, applications, networks and devices. Given present day systenasdiffisuls
activity to even know about, so the possibility of an information audit looks like a distant dredna Suc
"borderless" information audit would involve processes and technologies that have thétgapatzitk and
control information usage across perimeters and to provide a central view of indorodge through its
lifecycle.

The good thing is that IRM systems are easily available, and can be deployed without the oeatdoht
modification or customization. The not-so-good aspect is that IRM systems aa@$tr the moment to
unstructured information, and do not cover databases as yet.

About the author: Vishal Gupta holds a graduate degree from [IT Mumbai and is founder and CEO at
Seclore. He is a specialist in fingerprinting technology founded Herald Logic in 2000 befting Saclore.
His other areas of expertise are information usage control, information rights mamag@ERM) and secure
outsourcing.
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