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To help fight Soviet forces in the 

1980s, the CIA supplied the 

Afghan forces with shoulder-

launched Stinger anti-aircraft 

missiles. After the war ended 

however, there was little the CIA 

could do to stop the usage and 

sale of the leftover missiles. The 

missiles eventually ended up in Sri 

Lanka, where the LTTE, a terrorist 

organization, used it to shoot 

down government aircraft.

The raid that killed Osama Bin 

Laden in Pakistan used multiple 

Black Hawk helicopters. One of 

them crashed in the yard of Bin 

Laden’s house during the raid. 

American officials believe that 

Pakistani intelligence operatives 

invited Chinese engineers to take 

photos of the helicopter, which 

was equipped with classified 

technology, including a severed 

tail designed to elude radar. 

China’s new stealth fighter jet, the 

J-20, is rumored to contain 

sensitive technology from the 

F-35 that was stolen as part of a 

cyber-espionage operation. It is 

rumored that China obtained the 

secret design data from Lockheed 

Martin, its subcontractors, or U.S. 

allies involved in the 

development program, which 

included nine other countries.
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Sometime in early 2010, Bradley Edward Manning, an unknown US 

intelligence analyst at the time, was stationed at a US army base in 

Baghdad – one of the most heavily guarded areas in the world. One fine 

day, he strolled out of the base - undetected - carrying 250,000 US 

embassy cables, in what would eventually become the biggest intelligence 

leak in history.  

What was even more shocking was how Manning siphoned the cables: he 
1copied them onto a CD and relabeled it as a Lady Gaga album . Just like 

that. He had always known that leaking the information would be difficult. 

What he might not have anticipated was how easy it was. Accomplishing 

the largest leak of classified information in history was – in his own words 

- “childishly easy”. Or as an accomplice would out in later: “Worldwide 

anarchy in CSV format”.

How the Largest Intelligence Breach in 
US History was “Childishly Easy” 

Of the many ugly truths that the Bradley Manning and Wikileaks fiasco have raised to the surface, two stand out:

1.  No great technical expertise or hacking skills were actually required to perpetrate the largest intelligence leak in history. 

Manning, as an intelligence analyst, had full and complete access to the content. The cables ranged up to the ‘SECRET 

NOFORN’ classification, which means that they were never meant to be released to any non-US citizen. What was “childishly 

easy” to perpetrate proved astonishingly difficult to prevent – even for the most powerful country in the world.

2.  As collaboration increased, the security of the material proportionately decreased. The source of the cables was 

SIPRNet, a closed intranet of the Department of Defense accessible to 4.2 million US government personnel and soldiers. 

This classified material was made available to such a broad audience to plug gaps in information collaboration – gaps which 
2stood exposed due to the September 11 attacks  . Each one of those 4.2 million users represented a potential data leakage 

gateway. Thus, information-sharing drastically increased the risk of data leakage.  

1Leigh, David. . (28 November 2010). How 250,000 US embassy cables were leaked. The Guardian. Retrieved from 

http://www.theguardian.com/world/2010/nov/28/how-us-embassy-cables-leaked 

2Borger, Julian; Leigh, David. (28 November 2010). Siprnet: where America Stores Its Secret Cables. The Guardian. Retrieved from 

http://www.theguardian.com/world/2010/nov/28/siprnet-america-stores-secret-cables 



The loss of industrial information and intellectual property 

through cyber espionage constitutes the "greatest transfer of 
3wealth in history”, according to NSA Chief Keith Alexander . 

When whole weapons can ‘leak’ and make their way to 

unintended recipients via mischievous middlemen – imagine 

how high the possibility of leakage is for digital documents – 

documents which are also covered under export regulations. 

3Rogin, Josh. (9 July 2012). NSA Chief: Cybercrime constitutes the “greatest transfer of wealth in history”. The Cable, Foreign Policy. Retrieved from 

http://thecable.foreignpolicy.com/posts/2012/07/09/nsa_chief_cybercrime_constitutes_the_greatest_transfer_of_wealth_in_history 

4Ponemon Institute. (2014). 2013 Global Encryption Trends Study. Retrieved from 

https://www.thales-esecurity.com/~/media/Files/Thales%20e%20Security/Global/Analyst%20Reports/Global%20Encryption%20Trends%20Study%20eng%20ar.pdf 

5McCauley, Ashley. (9 April 2013). Blue Lantern Highlights the Need for a Strong Compliance Program. www.braumillerlaw.com. Retrieved from 

http://www.braumillerlaw.com/blue-lantern-highlights-the-need-for-a-strong-compliance-program  

Information Security in the 

Manufacturing Industry

Unlike Finance or Healthcare - with all its SOXs and HIPAAs – the 

global Manufacturing and Engineering sector is not exactly 

swimming in regulatory obligations. However, the industry still 
4remains in deep waters: a study  by the Ponemon Institute found 

that manufacturing organizations are the least likely to have even 

a formal encryption strategy. If this is the current scenario for 

basic encryption, the situation becomes exponentially more 

serious for risks that require much more than just encryption to 

mitigate – such as providing only 'View' access to someone on a 

document for business reasons, but restricting them from editing 

or printing it. 

Export of Defense and 

Dual-use Equipment 

Export of defense-related articles and services is one of the 

few areas in the manufacturing sector that is not only heavily 

regulated, but infamous for its heavy fines and penalties for 

export violations. The regulation that controls such exports is 

the International Traffic in Arms Regulations (ITAR), which has 

started to reach the public eye in the past decade. Non-

compliance has led to a greater impact on a company’s 

reputation due to the negative media coverage that follows 

such fines. 

The ITAR stipulates that defense articles (which includes the 

associated documentation) mentioned in the United States 

Munitions List (USML) may not be sold to foreign (non-US) 

persons, unless explicit authorization from the Department of 

State is received or an exemption is invoked. The Export 

Administration Regulations (EAR) spells out requirements for 

the export of dual-use equipment, including requirements for 

controlling access to related documentation. 

The USML also covers all the ‘technical data’ related to the 

hardware and software. Regulations mandate that 

manufacturers secure and control the technical 

documentation and specifications related to the exported 

defense equipment.  Only those entities listed on the license 

received by the State Department are allowed to receive the 

documentation and other technical artifacts. 

Enforcement activities of the US government have increased 

dramatically in recent years, as defense exports are 

considered central to foreign policy. And with good reason: of 

the 706 Blue Lantern inquiries closed for FY 2012, 144 were 

deemed “unfavorable,” generally meaning that the findings 

were not consistent with the facts presented to the Office of 

Defense Trade Controls Compliance (DDTC) in connection 
5with the request for an export license or other authorization . 

Manufacturers, for their part, do invest in security 

mechanisms to ensure compliance with documentation-

related guidelines in the ITAR and EAR. 

Are these measures enough? 
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End-User Monitoring and Control 

Only those persons explicitly named in the license can be 

allowed to access the information related to the articles– such as 

technical specifications, operating manuals, SOPs, blueprints etc. 

However, since the jurisdiction of traditional security extends only 

until the enterprise boundary – let alone the national boundary – 

there is no control the manufacturer really exercises on who gets 

the information in the end, and whom he/she passes it to. Since 

the security measures are not centered on the information itself 

but on the storage mechanism or transmission medium 

(Firewalls, IPS/IDS, VPN, SFTP etc.), the security of the information 

is compromised - not to mention significantly increase the risk of 

non-compliance - as soon as it leaves the enterprise boundary. 

Central to the defense trade are multiple agents, re-exporters, 

and 'middlemen' – who are completely outside your jurisdiction 

and control. Defense contractors are often low hanging fruit for 

hacking and espionage activities. 

The presence of a legal agreement and contractual obligations 

(e.g. on a re-exporter) to comply with US export laws does not in 

itself absolve a US manufacturer of its liability towards US laws. 

There is really no physical control today over who the documents 

actually end up with in the end. 

Dynamic Access Control

Traditional security measures are rendered ineffective once 

information has been shared with a third party. They are unable 

to recall or deactivate information as business relationships 

change.

The US Munitions List (USML), as well as the Denied Parties list, is 

updated regularly. If a manufacturer needs to update its 

relationship with a particular country or entity based on such 

changes, it would need to do some reverse change management. 

It would need to eliminate the supply chain for that particular 

country or entity and also ensure that all information transfers 

are stopped immediately – something that may not be as easy as 

it sounds. 

Moreover, the information already supplied to the entity is now 

in unauthorized hands. What is needed is a security tool to 

ensure that information access is denied or granted (on the 

actual documents, drawings, spreadsheets etc.) based on the 

dynamic nature of such relationships – particularly when the 

information is already in the possession of the third party. 

When the information is misused, the manufacturer may find it 

difficult to prove to US authorities that it was shared under the 

old relationship and that every single partner – even the one 

highly downstream in the supply chain – has now stopped such 

transfer. Audits (both internal and external) undertaken by 

such companies are generally either ineffective or highly 

expensive and tiresome. 

IT Outsourcing

If you are a manufacturer that outsources its IT operations to 

countries such as India, you are directly in breach of ITAR if 

any unauthorized foreign (non-US) national has access to 

your confidential information. If an IT administrator sitting in 

India with remote access to your data center opens an 

operating manual for an item in the USML - intentionally or 

unintentionally - you become automatically non-compliant.

Again – traditional security systems focus on protecting 

applications and systems, and not the actual information 

itself that is stored in files. Since IT has access to the entire IT 

infrastructure, it represents yet another potential data breach 

and non-compliance channel. The problem is exacerbated 

when IT is outsourced. IT outsourcers, just like defense 

contractors, are often prime targets for hacking and 

espionage activities. 

The Problem with 

Traditional Security Measures

The reality of today can easily poke holes in yesterday's 

firewall-led security measures. A serious loophole in 

traditional 'perimeter-centric' security measures is the focus 

on everything except the actual information itself. Firewalls 

secure networks, Virtual Private Networks (VPNs) secure the 

transmission channel, Encryption tools encrypt the device or 

the folder – and so on. In this entire stack, what is protecting 

the actual information? 

Your confidential files leave the perimeter and jurisdiction of 

your traditional security solutions because you need to send 

them outside your corporate boundary to collaborate.  Once 

out, these documents are on their own - without any 

protection. Since traditional perimeter-based security tools 

are not information-centric, the information owner has no 

visibility or control over who is actually accessing (or 

attempting to access) the information –and what activities are 

being performed on it. 

Clearly, traditional measures – that focus only on securing the 

organizational perimeter – are not enough. Today's 

information-sharing environment calls for a radical shift in 

mindset to cope up with modern-day challenges. 
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Introducing Seclore FileSecure 

Information Rights Management (IRM)

An organization has virtually no control over this extremely large 

chunk of its confidential information that it sends outside its 

security perimeter. This data – which may consist of Engineering 

Standards and Guidelines, Technical Specifications, Blueprints, 

AutoCAD drawings and designs, Operating Manuals and SOPs, 

Bid documents etc. - if leaked, can have a significant financial, 

reputational, legal, and competitive impact. As recent 

developments make clear, what is truly needed is a solution that 

is completely boundary-independent, information-centric, and 

remains equally effective inside and outside your organizational 

boundary.

Leaks – intentional or unintentional - by your own 

employees are difficult enough to handle. Imagine the 

possibilities and risks of information leakage from 

employees of your offshore vendors and partners. 

An Innovative Approach to 

Information Security

Unlike the black-and-white (either complete access to a file or 

no access) Information Security offered by traditional security 

solutions, FileSecure offers fine-tuned granular usage controls 

that can be tailored to workflows and business processes – 

thus maintaining the highest level of security without 

compromising cross-enterprise and cross-country 

collaboration. 

Seclore FileSecure's security policies allow information access 

based on four criteria:

Intelligent Information Security 

and Risk Mitigation

You can change (or revoke) access levels on a document for 

any user at anytime from anywhere. When a foreign entity or 

country is blacklisted by the US government, or an item or 

piece of information is removed from the USML, you can 

instantly and remotely expire your information in real time. 

This means you won't have to worry about proving to the 

government that the information was shared when the asset 

was still part of the USML or the end user was still whitelisted. 

Dynamically Update Usage Permissions

Military-grade transfers call for military-grade measures. 

FileSecure IRM is shipped by default with AES 128 and RSA 

2048 encryption algorithms. However, any propriety or open 

algorithm can be plugged into the product without effecting 

functionality and other capabilities in any way. FileSecure IRM 

is already being successfully used by military, intelligence and 

government agencies across Asia and Europe. 

BYOE: Bring Your Own Encryption

IRM protection is applied to all copies of the document – 

regardless of mode of transfer – email, USB, shared folders 

etc. This file-level firewall allows or blocks access depending 

on predefined access permissions. The security and access 

policies applied by Seclore FileSecure remain in effect even 

after information transfer to external parties.
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Manufacturing and engineering firms today stare in the face 

of legal action, heavy fines and penalties, and negative press 

even for seemingly harmless actions - such as file access by 

an outsourced IT administrator or leakage of confidential 

information by employees. With Seclore FileSecure, 

manufacturers can now ensure not just the safety and 

security of their information, but also eliminate the risks 

associated with outsourcing and international trade– and 

easily comply with all the relevant guidelines, export laws and 

regulations in the process. 

Users, Teams, GroupsWHO
can access it

Read Only, Edit, Print, Run Macros, 
Re-distribute take Screenshots etc.

WHAT
they can do it

WHEN
they can do it

Specific Days, Dates and Times, 
or a Date Range.  

WHERE
they can do it

IP Addresses, a Specific 
Computer Only. 
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