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Protect and track files with granular, persistent, and dynamic usage permissions 
with McAfee and Seclore
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Stay in Control of Your Data—Regardless 
of Where or How It Travels

Together McAfee and Seclore enable you to be confident 
that your most sensitive data is discovered and protected—
whether it travels across the enterprise or to third-party 
business partners. Granular usage controls secure over 60 
types of files and permissions can be changed or revoked at 
any time, even after a file has been downloaded and saved 
to a personal computer or to offline media like a USB. Full 
tracking and audit records, as well as real-time alerts of 
unauthorized usage attempts, are provided so you can easily 
stay in compliance with data regulations.

McAfee Compatible Solution

 ■ Seclore Rights Management
 ■ Seclore Email Encryption Plus
 ■ Seclore Data Classification
 ■ Seclore Unified Policy Manager 
 ■ Seclore Desktop Client
 ■ Integrates with McAfee® DLP 
Endpoint Discovery, McAfee® DLP 
Endpoint Cloud Protection, and 
McAfee® ePolicy Orchestrator® 
(McAfee ePO™) software

Connect With Us

https://securingtomorrow.mcafee.com/
https://twitter.com/mcafee_business
https://www.linkedin.com/company/mcafee/
http://www.facebook.com/mcafee
http://www.youtube.com/mcafee
http://www.slideshare.net/mcafee


The Business Challenge
Data loss prevention (DLP) can discover sensitive data 
and prevent it from leaking outside your network. 
However, what happens after data discovery? How can 
you secure the confidential documents that need to be 
sent outside your network to support timely collaboration 
with numerous contractors, vendors, and partners? How 
do you protect sensitive data shared via the cloud or 
accessed by third parties on their mobile devices? 

Now that you’ve discovered sensitive information, how do 
you persistently control use of the document even while 
it is in use? Many organizations find it challenging to move 
from data discovery to implementing comprehensive, data-
centric security. That’s where McAfee and Seclore can help.

McAfee and Seclore Solutions: Securing 
Information Wherever and However It Travels
By adding Seclore to your McAfee DLP system, you have 
complete control over the use of your information—
including the power to revoke access entirely—even 
when documents travel beyond your enterprise 
boundaries in order to support external collaboration. 
As soon as sensitive data is discovered by McAfee DLP, 
Seclore automatically protects it with the usage policies 
that you define. These granular usage controls always 
stay with the document wherever and however it travels, 
is stored and even while files are in use.

Combining McAfee Endpoint Discovery and McAfee 
Endpoint Cloud Protection solutions and Seclore Rights 
Management, you gain best-in-class technologies from 
two worldwide industry leaders. Only Seclore Rights 
Management combined with McAfee DLP delivers:

 ■ Granular usage controls that are automatically added 
to files based on DLP discovery

 ■ Ability to track usage of documents for simplified audit 
and compliance reporting

 ■ Recipients can easily utilize protected documents via a 
browser

 ■ Ability to utilize protected documents on any device 
and operating system

 ■ Recipients can revoke access to documents wherever 
the files reside

 ■ Ability for recipients to work with protected 
documents in native applications

 ■ Military-grade security tested by governments and 
defense agencies worldwide

Shifting to Data-Centric Security
The Seclore Data-Centric Security Platform enables 
organizations to unify best-of-breed technologies. The 
ability to leverage the most innovative technologies 
across DLP, cloud access security brokers (CASB), 
classification, and rights management into a cohesive 
process ensures:

 ■ High degrees of automation across the discovery, 
classification, protection, and tracking process to 
consistently close security gaps

 ■ Ability to leverage innovative technologies without 
added administrative and deployment costs

 ■ Leverage existing enterprise systems (enterprise 
content management [ECM], email, enterprise 
file synchronization and sharing [EFSS], business 
applications) into the process
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Advantages of Combining 
Rights Management with DLP

 ■ Sensitive data sitting on users’ 
laptops and desktops can be 
automatically detected through 
DLP scans.

 ■ There is no dependence on 
the user to protect sensitive 
information with granular 
usage controls.

 ■ Once protected with Seclore 
Rights Management, the 
information stays protected 
with granular usage controls 
wherever it goes—within or 
outside the enterprise.

 ■ Workflows are not interrupted 
to ensure timely external 
collaboration.

 ■ Even when running DLP in 
“monitor mode” you can add 
persistent security to files.

 ■ All actions on the document, 
both authorized and 
unauthorized, are tracked for 
simplified audit and compliance 
reporting.



Seclore Rights Management and McAfee DLP 
Endpoint Discovery

User creates a 
file and saves it.

1. McAfee scans 
file for keywords 
and patterns.

2. If a policy is 
violated, Seclore 
protects the file.

3.

Figure 1. How McAfee and Seclore work together to protect vital data.

Sensitive data identified during DLP discovery scans at 
endpoints is automatically protected by Seclore. For 
example, Seclore protection policies can be mapped to 
the discovery of sensitive keywords or patterns, such as 
credit card numbers. These granular usage policies will 
control exactly who can do what with the document—no 
matter where or how it travels. Moreover, the attachment 
of the granular usage controls to the document is 
completely automatic. This means less effort for end 
users. They don’t need to do anything to add protection 
to the document. Automated protection means less 
training overhead and less change management. Most 
importantly, you will be sure your information is properly 
secured and tracked, even during external collaboration.

Seclore Email Encryption Plus for McAfee DLP 
With Seclore, McAfee DLP can tag emails to be protected 
automatically with the right usage controls without 
stopping or quarantining the email. This Seclore-
McAfee integration resolves the conflict of security and 
collaboration goals while extending the reach of McAfee 
DLP to emails sent to external agencies.

Seclore Rights Management and McAfee 
Endpoint Cloud Protection

User creates 
a file. 

1. The file is saved 
to a local sync 
folder.

2. McAfee scans 
file for keywords 
and patterns.

3. If a policy is 
violated, Seclore 
protects the file.

4.

Figure 2. Rights and policy management with Seclore and McAfee.

McAfee and Seclore also support customers with 
automated file protection in the cloud. When users save 
or move files into local sync folders for cloud-based 
applications like Box, Dropbox, or Google Drive, any files 
that are scanned and discovered by McAfee to contain 
sensitive information will be automatically protected by 
Seclore.

Seclore Data Classification: A Common First 
Step Towards Data-Centric Security

User classifies
a file.

1. McAfee DLP tags the 
file based on chosen 
classification label, 
or can override 
depending on policies 
determined by user’s 
organization.

2. Seclore automatically
protects the file based 
on classification label.

3.

Figure 3. Data classification is essential for complete data security.
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Data classification is often a first step towards data 
protection. Seclore Data Classification—powered by 
Boldon James—allows users to classify and protect 
documents with a single click. Since the documents 
are classified by the users themselves, chances of false 
positives are reduced. Whenever the document is 
opened anywhere in the world, Seclore’s granular usage 
controls enforce what a user can do with the document. 
All activities performed on the document are centrally 
logged in real time. 

McAfee DLP with Seclore: The Complete Data-
Centric Security Solution
By combining McAfee DLP with Seclore Rights 
Management, you will achieve unprecedented control 
over your sensitive information—with security that is 
content-aware, boundary-independent, and completely 
automated. Seclore also allows you to reap the full 
benefits of McAfee DLP and extend its jurisdiction to 
external collaborators, the cloud, and mobile devices.

McAfee Compatible Solution
 ■ Seclore Rights Management
 ■ Seclore Email Encryption Plus
 ■ Seclore Data Classification
 ■ Seclore Unified Policy Manager

 ■ Seclore Desktop Client
 ■ Integrates with McAfee DLP Endpoint Discovery, 

McAfee DLP Endpoint Cloud Protection, and McAfee 
ePO software.

About Seclore 
Offering the market’s first browser-based solution, 
the Seclore Data-Centric Security Platform gives 
organizations the agility to utilize best-of-breed solutions 
to discover, identify, protect, and track the usage of data. 
The Seclore Data-Centric Security Platform is the most 
advanced, most secure, and most connected to industry 
leaders such as McAfee, protecting sensitive files in 
transit, at rest, and even in use. Over 2,000 customers 
in 29 countries are using Seclore to achieve their data 
security, governance, and compliance objectives.

About McAfee Data Loss Prevention
McAfee Data Loss Prevention software delivers the 
highest levels of protection for sensitive data, while 
greatly reducing the cost and complexity of safeguarding 
business-critical information. McAfee data protection 
is delivered through the McAfee ePO platform, for 
streamlined deployment, management, updates, and 
reports.
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