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Supplier Audit Reports

Company Profile 

Leading Global Pharmaceutical Company
• Leading global pharmaceutical company  

headquartered in UK
• US $25 billion sales in 2012 50,000+ employees worldwide
• Presence in over 100 countries Manufacturing  

units in 16 countries 

Seclore Business Benefits 
• Extend your Security and Risk Infrastructure outside your 

Corporate Borders
• Secure information sent to vendors and third parties
• Securely adopt file-sharing, Cloud Computing, BYOD, and 

mobile-device usage
• Reduce Enterprise Risk and Liabilities
• Comply with legal, regulatory and privacy obligations
• Prevent Negative Press, Loss of Consumer Confidence and 

Competitive Advantage 

Seclore Capabilities
• Persistent Data Protection – Even Outside your Network
• Robust Usage Controls: Enforce View, Copy, Edit, Print, and 

Screen Captures, by User, Time, and Location
• Real-time Audit Trail and Usage Reports
• Remote-Control and Expire Files in Real Time  

– Wherever They Reside

It’s not Just About Securing Information,     
It’s About Securing Corporate Value

Business Situation  
The World Wide Audit Group of a leading Pharmaceutical major 
performs periodic audits of suppliers across the globe. It creates an 
observation and audit report which points out certain corrective 
actions the supplier needs to undertake in order to meet quality 
standards. The report contains information regarding the supplier’s 
internal processes and systems, related audit findings, compliance 
status, and Corrective and Preventive Actions (CAPA) to be 
undertaken by the supplier. 

Before being sent to the supplier, this report is shared with the 
Quality Assurance and Supply Management (QASM) team of the 
organization. 

Challenge 
The observation and audit report sent to the supplier usually 
contains sensitive information regarding the supplier and its 
internal processes. The supplier might incur significant reputational 
and business losses if these reports are leaked. Any misuse or 
leakage of these documents – which could result in legal liabilities 
for the organization and Business and Reputational losses for the 
supplier - needs to be prevented. 

The challenge to the organization was two-fold: 
a)  To share the audit data internally – restricting the  
  circulation to selected users only on a strict need-to-know 

basis 
b)  Securely sharing the audit information and findings with the 

supplier while ensuring no business and reputational loss 

Seclore Solution 
Audit reports, observation reports and other documents are 
protected with Seclore’s Enterprise Digital Rights Management. 
They are then shared with the relevant parties and subsequently 
archived in the Global Audit Management System. 

The security is designed to ensure that no employee of the 
enterprise would be able to leak the data out at any time – before or 
after the audit. This not only ensures that unauthorized users are 
not able to access the files, but also that even authorized users 
cannot perform unauthorized activities on the file. For example, 
even authorized users with document access (i.e. authorized to 
view only) cannot print a file and distribute copies. 



BUC -Supplier Audit Reports

The reputation of the supplier is now safe and the security of the information is maintained throughout the information lifecycle from 
creation to archival. Seclore has helped the organization mitigate significant legal liabilities and risks arising out of a potential leak of 
supplier information covered under NDA.

Solution Delivered 

Whenever there is any new audit 
scheduled, the audit scheduler will 
protect templates of the relevant 
document types (report, 
recommendations etc.) using 
Seclore’s Enterprise Digital Rights 
Management

Whenever a report (or a draft copy) is 
ready to be shared with the supplier, it 
is sent to the supplier point of contact. 

The point of contact then 
‘redistributes’ the files to the relevant 
teams in order to get their feedback 
and comments. 

Files can be protected by dipping them into a special Windows folder and 
then taking them out. The only people with access to view and edit these 
templates will be 
a) members of the Audit and QASM teams 
b) the relevant point of contact from the client organization (supplier) 

Other users would not be able to open these files even if they got hold of 
them. Even for authorized users, the ability to interact with the information 
(even what they have themselves filled in) would be severely restricted, 
such as printing. 

The medium used to share the documents (email, USB, CD, SFTP etc.) is 
irrelevant to the information’s security. Seclore’s Enterprise Digital Rights 
Management-protection is applied on the actual file itself and is 
independent of the transmission medium. 

The supplier point of contact is granted the special Seclore ‘Redistribute’ 
right on the documents, as he will need to share the files with other 
employees too. The ‘Redistribute’ right allows an authorized user of a file to 
share the file with others and grant them access rights on it – such as 
Viewing, Editing etc. 

The other team members can now edit and comment on the files as usual. 
There is no change in user work habits and user experience that is required 
with the introduction of Seclore’s Enterprise Digital Rights Management 
solution. Redistributing a file requires just a few clicks. 

After multiple iterations, and the closure of all Corrective Actions/Preventive Actions (CAPA), the report is finally closed and 
archived. 

Thus, the World Wide Audit Group has successfully ensured 
that client data is secure and safe from misuse (thus 
fulfilling an important contractual obligation) while also 
virtually eliminating any loss of information in transit while 
sharing the information with the clients. 



Strategic Documents
Sent to External Consultants

Company Profile 

Leading Global Pharmaceutical Company
• Leading generic drug manufacturing company
• Headquarterd in US with global presence
• Privately held 

Seclore Business Benefits 
• Extend your Security and Risk Infrastructure outside your 

Corporate Borders
• Secure information sent to vendors and third parties
• Securely adopt file-sharing, Cloud Computing, BYOD, and 

mobile-device usage
• Reduce Enterprise Risk and Liabilities
• Comply with legal, regulatory and privacy obligations
• Prevent Negative Press, Loss of Consumer Confidence and 

Competitive Advantage 

Seclore Capabilities
• Persistent Data Protection – Even Outside your Network
• Robust Usage Controls: Enforce View, Copy, Edit, Print, and 

Screen Captures, by User, Time, and Location
• Real-time Audit Trail and Usage Reports
• Remote-Control and Expire Files in Real Time  

– Wherever They Reside

It’s not Just About Securing Information,     
It’s About Securing Corporate Value

Business Situation  
The Head of Information Security (IS) for a leading global 
Pharmaceutical company had to engage with an external 
consultancy firm to undertake an enterprise-wide maturity review. A 
large number of critical documents had to be shared with the firm 
for a limited time.

Challenge
This situation and business need presented the enterprise with
a significant challenge – how to safely share critical information
with outsiders – information that could cause considerable 
financial and business losses if leaked. This information included 
Intellectual Property and represented years of hard work – 
strategies, thoughts on technologies and vendors, and the 
company’s investment profile.

Technically, the challenge in sharing this top-secret information
was three-fold:
1. Ensuring that unauthorized users cannot access it even if they 

somehow get hold of the files
2. Ensuring that the information is not misused even by by 

authorized users e.g. they should not be able to print it and 
distribute copies

3. Ensuring that all copies of the information are destroyed after 
the review is over. 

Successfully meeting these challenges would ensure that the
risk of business and financial loss is mitigated and business
objectives are met.

Solution Delivered 
The IS head protected the relevant documents and granted the
consultants permissions to view the documents – but nothing
beyond that. Thus, even authorized users (i.e. authorized to
view) of the information would not be able to access the
information in an unauthorized manner i.e. printing, editing,
copying content out, taking screen captures, running macros
etc. was restricted. Unauthorized users would not be able to
open these documents even if they somehow got hold of it.

Since the protection was applied on the file itself, it is
completely independent of the transmission medium and



BUC - Strategic Documents Sent to External Consultants

storage mechanism. The documents were exchanged with the
external consultancy over e-mail. Thus, there was little or no change 
required in the work habits and workflows of the concerned 
individuals. Even on the recipient side (the consultancy), the files 
would open as usual in the native applications (MS Word, Adobe 

Reader etc.) with little or no change in user experience. At the end of 
engagement, the files were expired so that the documents are no 
longer accessible by the external consultants. Any
copies of the documents lying over e-mail, the computers or 
servers of external consultants etc. were rendered inaccessible.

Solution Delivered 

The external consultants were 
onboarded into the Seclore’s 
Enterprise Digital Rights Management 
System.

The IS head then protects the
relevant documents with Seclore’s 
Enterprise Digital Rights Management 
solution

The IS head then sends these
documents to the consultants via
email as usual.

The consultants open the documents
and can only view them.

All copies of the documents are 
expired when the review period
ends.

This process is extremely simple and can be done in a single shot for any 
number of users by using a bulk upload template. Every external user needs 
a verified email address to be onboarded. In addition, every external user 
was also required to be linked to at least one internal reference employee.

The act of protecting the documents involves simply dropping them into a 
(specially configured) Windows folder. The documents get protected 
instantly when they are placed in this folder, and remain protected even 
when they are taken out of it. Whenever any document needs to be
shared, the head of IS has simply to dip it into this folder, and then take it 
out. The consultants can only view the contents of these documents but 
cannot perform any other actions such as printing, editing, copying content, 
taking screen captures, running macros etc.

Unlike some other technologies, there is no change in user behaviour or 
existing workflows due to the introduction of Seclore’s Enterprise Digital 
Rights Management.

No other actions – such as printing, editing, copying content, taking screen 
captures, etc. – are allowed. All attempts to perform these activities are 
logged.

Expiring the documents takes just two clicks. Multiple documents can be 
expired in one go. It can be done either by the head of IS (who is the owner 
of all the protected documents), or a nominated member of the team or IT.

Thus, with a simple technique, the enterprise (and indeed the head of IS 
himself) can ensure that this critical information shared with external 
parties cannot be misused. With little or no change in existing business 
processes and workflows, Seclore’s Enterprise Digital Rights Management 
solution has served the purpose of a business enabler rather than just a 
security product. It has enabled the organization to achieve business 
goals via safe external collaboration and outsourcing – while reducing the 
security risks associated with it almost to zero.



Protecting R&D
Guidelines for Manufacturing

Company Profile 

Leading Global Pharmaceutical Company
• US $1.5 billion turnover in 2013  

26,000 employees worldwide
• Presence in over 170 countries   

34 internationally approved plants
• 3rd largest producer of metered-dose inhalers

Seclore Business Benefits 
• Extend your Security and Risk Infrastructure outside your 

Corporate Borders
• Secure information sent to vendors and third parties
• Securely adopt file-sharing, Cloud Computing, BYOD, and 

mobile-device usage
• Reduce Enterprise Risk and Liabilities
• Comply with legal, regulatory and privacy obligations
• Prevent Negative Press, Loss of Consumer Confidence and 

Competitive Advantage 

Seclore Capabilities
• Persistent Data Protection – Even Outside your Network
• Robust Usage Controls: Enforce View, Copy, Edit, Print, and 

Screen Captures, by User, Time, and Location
• Real-time Audit Trail and Usage Reports
• Remote-Control and Expire Files in Real Time  

– Wherever They Reside

It’s not Just About Securing Information,     
It’s About Securing Corporate Value

Business Situation  
This pharmaceutical major sends R&D guidelines to Manufacturing 
Units that use it as a reference document to create Unit Batch 
documents. These Manufacturing Units in turn upload these 
documents to the internal application (accessed via a web portal) 
known as the Master Production System. This system merges 
these R&D guidelines with BOM (bill of materials) details - creating a 
Unit Batch document. This document is then reviewed internally by 
the QA, R&D and PRC (Product Registration Cell; a part of 
Regulatory Affairs) teams and also externally by customer. The 
review comments are incorporated and a finalized Unit Batch 
document is maintained by QA team. A printed copy of this 
document is then sent to the Manufacturing team for production.

Challenge 
The guidelines produced by the R&D team are highly sensitive
in nature. They contain critical Intellectual Property related to
the manufacturing process. Unauthorized access to this 
information could lead to severe business, financial, and 
reputational losses – not to mention a loss of competitive
advantage.

After a Unit Batch document is generated by the Manufacturing
team using the Master Production system, this sensitive
information passes through many hands across multiple teams
– all with absolutely zero security attached to it.

Once the data is downloaded in the form of a file - there is no
control or security over these files. Highly vulnerable copies of
this information hang around on users’ computers. They can
easily be shared by anybody to anybody else – inside or outside
the company even to a competitor. 

The organization faced the following major challenges:
1. Restricting any unauthorized access to the confidential files
2. Ensuring safe collaboration with multiple teams with no 

compromise on security



BUC - Protecting R&D Guidelines for Manufacturing

Seclore Solution
After a careful understanding and study of the business process 
and workflow by the Seclore consulting team, a solution was 
designed which would ensure absolute end-to-end security without 
compromising on collaboration. This was quite the opposite of 
other IT security systems - that generally restrict information flow 
rather than encouraging it. After the implementation of this solution 
(detailed below), these confidential documents are completely 
secure at every stage of the collaboration cycle. No one except 
designated authorized users can access them. Even these 

Solution Delivered 

authorized users can perform only limited operations on the files: 
viewing, editing, printing, copying content etc. can be blocked. 
These access rights and security ‘stick’ to the file and stay with it 
wherever it travels using whatever medium – email, CDs, USB 
drives etc. All user activities on a file are automatically tracked and 
a detailed, searchable log of this information is available through a 
central web-based console. The Seclore solution successfully 
achieves the business objectives of information security and safe 
collaboration.

The R&D team protects guidelines
templates using Seclore’s Enterprise 
Digital Rights Management solution.

The Manufacturing team creates a
new detailed document based on
these guidelines and uploads it into
the Master Production System.

Files can be protected by simply dipping them into a special Windows 
folder and then taking them out. Only members of the R&D and 
Manufacturing teams will possess access to view and edit these guideline 
templates. Other users would not be able to open these files even if they
somehow got hold of them. Even for the members of these two teams, the 
ability to interact with the information (including the information they have 
themselves filled in) would be severely restricted – such as printing.

The Manufacturing team copies data from the R&D Guidelines document 
into a protected blank template to create a new detailed design document. 
This ensures that the data flowing from R&D team does not leave the 
secure container around the documents. These protected detailed
design documents are then uploaded into the Master Production System.



Protecting Customer Drug Formulation
and Manufacturing Data

Company Profile 

Leading Global Pharmaceutical Company
• US $1.5 billion turnover in 2013  

26,000 employees worldwide
• Presence in over 170 countries   

34 internationally approved plants
• 3rd largest producer of metered-dose inhalers

Seclore Business Benefits 
• Extend your Security and Risk Infrastructure outside your 

Corporate Borders
• Secure information sent to vendors and third parties
• Securely adopt file-sharing, Cloud Computing, BYOD, and 

mobile-device usage
• Reduce Enterprise Risk and Liabilities
• Comply with legal, regulatory and privacy obligations
• Prevent Negative Press, Loss of Consumer Confidence and 

Competitive Advantage 

Seclore Capabilities
• Persistent Data Protection – Even Outside your Network
• Robust Usage Controls: Enforce View, Copy, Edit, Print, and 

Screen Captures, by User, Time, and Location
• Real-time Audit Trail and Usage Reports
• Remote-Control and Expire Files in Real Time  

– Wherever They Reside

It’s not Just About Securing Information,     
It’s About Securing Corporate Value

Business Situation  
Being a leading API (Active Pharmaceutical Ingredient)
manufacturer, this company is involved in custom manufacturing
for its customers. A set of ‘Technology’ files - containing details of
drug formulation and the process to be followed while 
manufacturing - is shared by the customer to the API manufacturer. 
These highly confidential documents are received by the 
Technology team of this Pharmaceutical company, which 
subsequently forwards it to the Head of R&D. The R&D Head then
assigns this project to one of the Project team leaders to perform
the necessary lab testing for the technology received. The Project
team studies the document and subsequently prepares SOPs,
DMFs etc. related to the project. For each such project reaching
the project team leader, close to 50 technology files are
generated and sent to QA for quality analysis, inspection and
vetting. A printed copy is subsequently shared with production
team for manufacturing.

Challenge 
Technology documents received from the customer are highly
sensitive in nature. They contain critical Intellectual Property (IP)
related to the production and manufacturing process. This
information is subject to strict NDAs and legal obligations, with
heavy liabilities. Leakage of this customer information may lead
to legal complications and would drastically affect business,
reputation and competitive advantage.

All the documents were being shared across teams via insecure
email. There was no security and control over the documents
once they were shared. Project members were also collaborating
through shared network folders. Once a file was downloaded
from the folder, the user could potentially misuse the
information, share it with unauthorized parties, or make the
information public.

There was no control or tracking over who did what with these
highly sensitive files. Moreover, IT administrators had access to
all these folders and represented another potential data leakage
point. The challenge before the company was to maintain the 
highest level of security on this information without compromising 
on collaboration and business processes in any way (as other IT 
security solutions generally do). 



The organization faced the following major challenges:
1. Restricting any unauthorized access to the confidential files
2. Ensuring safe collaboration with multiple teams with no 

compromise on security

Seclore Solution
After understanding of the complete business process, a solution
was designed by Seclore’s consulting team and implemented
successfully in the organization. This solution (detailed below) 
required no additional overhead from the business (or IT) and no 
change in user work habits or workflow. The relevant teams had 
complete freedom to use any communication medium - emails, 
shared folders or even ‘temp folders’ - for collaboration.

Since Seclore’s security gets applied on the file itself and travels 
with the file wherever it goes – it is completely independent of
transmission medium and storage mechanism. Even when the file 
is open (possible only for authorized users_, the activities 
performed on the file can be restricted – editing, printing, copying 
content, taking screen captures etc.). Hence, not only was the
information kept secure from unauthorized users, but even 
authorized users were restricted in the activities they could perform
on the information. This meant that the threat of data leakage from 
employees that had already possessed access to the information 
was virtually eliminated. Even IT staff had no access to the 
documents.

Solution Delivered 

The Technology team protects the
technology files received from the
customer using Seclore.

R&D department protects the SOPs
generated giving appropriate
permissions to QA.

Activities performed on the documents 
are monitored and logged in a central 
web-based console.

The relevant employees of the R&D department were given View, Edit and 
Print permissions on the files. They could not copy data out of the 
document. Except these employees, no one else possessed access to the 
documents - making them unreadable and unusable for Production, QA,
Regulatory, QC and others.

The relevant employees of the QA team could also view, edit and print the 
documents being shared by R&D over email or a network folder. Anyone 
else would not be able to open these documents even if they got hold of 
them.

Every action performed by every user on every file would be tracked in the 
central web-based console. These logs can be filtered and searched by 
user, date etc.

Seclore’s Enterprise Digital Rights Management solution has helped the company ensure that the security guarantees given to 
customers go beyond paper agreements and NDAs. The solution caused little or no overhead or interference in existing business 
processes and workflows. Seclore was able to seamlessly fit into a complicated business process – right from Technology to R&D to 
QA – and ensure maximum digital security at every stage. Thus, the organization has been able to successfully secure customer 
information as well as its reputation as one of the leading API manufacturers.

BUC - Protecting Customer Drug Formulation and Manufacturing Data



Protect Trade Schemes for 
Retailers and Distributors

Company Profile 

Leading Global Pharmaceutical Company
• US $1.5 billion turnover in 2013  

26,000 employees worldwide
• Presence in over 170 countries   

34 internationally approved plants

Seclore Business Benefits 
• Extend your Security and Risk Infrastructure outside your 

Corporate Borders
• Secure information sent to vendors and third parties
• Securely adopt file-sharing, Cloud Computing, BYOD, and 

mobile-device usage
• Reduce Enterprise Risk and Liabilities
• Comply with legal, regulatory and privacy obligations
• Prevent Negative Press, Loss of Consumer Confidence and 

Competitive Advantage 

Seclore Capabilities
• Persistent Data Protection – Even Outside your Network
• Robust Usage Controls: Enforce View, Copy, Edit, Print, and 

Screen Captures, by User, Time, and Location
• Real-time Audit Trail and Usage Reports
• Remote-Control and Expire Files in Real Time  

– Wherever They Reside

It’s not Just About Securing Information,     
It’s About Securing Corporate Value

Business Situation  
The Marketing team creates quarterly sales forecast data on the 
basis of market trends, new product launches etc. To meet these 
numbers, the Trade Marketing Manager develops schemes to be 
introduced to Retailers and Distributors. These schemes contain a 
specialized incentive plan for field agents for a particular product.

These schemes are vetted by the Marketing/Senior Management/
Finance team for budgetary approvals and are then shared with the 
field teams. Before they are launched to Distributors and Retailers, 
these trade schemes go through numerous iterations with several 
departments. All this communication happens over email. Field 
agents then print the schemes and circulate it to a few select 
regional distributors and retailers in the regions where the scheme 
has to be launched.

After the scheme freezes, it goes to the SCM (Supply Change 
Management) team to plan for the production of forecasted units. 
The SCM team sends it to the Production team for archival and 
maintaining relevant inventories.

Challenge 
Sales forecasts for an organization contain highly confidential
information. Loss of this information to competitors can cause
direct and severe damages to business.

Once the Trade Marketing Manager shares the draft version of
the scheme with the Marketing Team and higher management
over email, the recipients are potentially free to use the document 
as they wish. All of these users could download the files on their 
personal systems, print them, copy data out of them or send them 
to an unauthorized party. All these activities can cause potential 
data loss – accidental or malicious – causing serious financial, 
reputational, and competitive damage. 

The challenges faced by the company are threefold:
1. Before launch, these schemes should be accessible only to 

desired departments: Marketing, Senior Management,  
Finance, and SCM

2. Employees of these departments should possess restricted 
access to the files and should not be able to leak it

3. After the launch, field agents should have print access on it to 
circulate printed copies to the retailers and distributors



Business Solution
Using Seclore’s Enterprise Digital Rights Management solution, it 
was possible to secure the trade scheme documents throughout
their lifecycle. This ensured that the files (and all copies of it) would 
stay encrypted and protected with Seclore’s technology wherever 
they travelled.

Different access permissions (opening, viewing, printing etc.) were 
given to different employees on the documents. Anyone not

outside this permitted group would not be able to open the files at 
all. Even permitted users would be restricted in their access to
the information (e.g. they would be unable to copy content out of 
the document or take screen captures), thus drastically reducing
the possibility of data leakage. All user activities would be tracked 
and a detailed, searchable log of this information would available
through a central web-based console.on the information. This 
meant that the threat of data leakage from employees that had
already possessed access to the information was virtually 
eliminated. Even IT staff had no access to the documents.

Solution Delivered 

The Trade Marketing Head protects
the trade scheme document with
different access permissions to
various department.

Activities performed on the
documents are monitored and
logged in a central web-based
console.

Hence, Marketing and Senior Management are given ‘View’ and ‘Edit’ permissions 
on it. They were restricted from printing the document, copying content out of it, or 
even from taking screen captures. The SCM team is given only ‘View’ permissions 
on the same document - which can be shared as is with the Production team. The 
field agents are given ‘View’ and ‘Print’ access on the same document, which can be 
shared with the distributors and retailers. The following table summarizes the 
permissions given to the various teams on the document.

Every action performed by every user on the file would be tracked in the 
central web-based console. These logs can be filtered and searched by 
user, date etc.

Loss of Sales Forecast data could potentially mean loss of business. Seclore 
has helped the organization significantly reduce the risk of data leakage to 
competitors. With Seclore’s Enterprise Digital Rights Management solution, 
sales forecasts and trade schemes are now protected and the chances of 
internal data leaks have been virtually eliminated. This has helped the 
organization maintain its competitive edge in an industry with cut-throat 
competition. Seclore has thus played the role of a business enabler rather 
than just a software product.

Team Permissions on the trade scheme document

Senior Management

Marketing

Supply Chain Management

Production

Field Force

View + Edit

View + Edit

View

View

View + Edit

BUC - Protect Trade Schemes for Retailers and Distributors



Incident Management
Documents

Company Profile 

Leading Global Pharmaceutical Company
• Leading global pharmaceutical company  

headquartered in UK
• US $25 billion sales in 2012 50,000+  

employees worldwide
• Presence in over 100 countries  

Manufacturing units in 16 countries

Seclore Business Benefits 
• Extend your Security and Risk Infrastructure outside your 

Corporate Borders
• Secure information sent to vendors and third parties
• Securely adopt file-sharing, Cloud Computing, BYOD, and 

mobile-device usage
• Reduce Enterprise Risk and Liabilities
• Comply with legal, regulatory and privacy obligations
• Prevent Negative Press, Loss of Consumer Confidence and 

Competitive Advantage 

Seclore Capabilities
• Persistent Data Protection – Even Outside your Network
• Robust Usage Controls: Enforce View, Copy, Edit, Print, and 

Screen Captures, by User, Time, and Location
• Real-time Audit Trail and Usage Reports
• Remote-Control and Expire Files in Real Time  

– Wherever They Reside

It’s not Just About Securing Information,     
It’s About Securing Corporate Value

Business Situation  
The Issue Management team constitutes an important part of the 
World Wide Audit Group of a leading Pharmaceutical giant. This 
team works on issues relating to compliance, operations quality 
and global product quality. They focus primarily on managing 
issues and facilitate meetings with different departments. It 
mitigates risks after issues have been identified. Its reach extends 
till the last point of marketing i.e. the company warehouses spread 
across different countries. The Issue Management team works 
with 16 manufacturing sites across 100 countries.

Challenge 
The documents produced by the Issue Management team are
highly sensitive in nature. Unauthorized access to these
documents could lead to severe reputational and business
losses. For example, the documents might contain sensitive
content such as patient safety risk.

These documents might be legally called up for review at any
time by any regulatory authority - sometimes even during a
draft stage. Though all documents are in English, they may be
translated to other languages for regulatory authorities
worldwide. Most of this data is shared over emails which leads
to little or no version control and introduces multiple data
leakage points.

The organization had to cope up with the following challenges:
• Restrict any unauthorized access to the information
• Maintain and enforce version control for the information
• Ensure safe collaboration with multiple third parties with no 

compromise on security

Business Solution
After a careful understanding and study of the business process 
and workflow, a solution was designed that would ensure absolute 
end-to-end security without compromising on 
informationcollaboration efforts. The solution (detailed below)
successfully achieves the business objectives of information
security and version control.

A major aspect of the solution was the usage of Seclore’s seamless 
SharePoint integration capabilities. The Seclore Connector for 



SharePoint – one of Seclore’s most requested functionalities – allows for seamless integration with Microsoft SharePoint with no 
development efforts. Thus, Seclore was capable of acting not just as a point solution to a point problem, but also as a full-fledged 
infrastructural infrastructural element – enhancing and complementing rather than obstructing existing infrastructure and workflows.

BUC - Incident Management Documents

Solution Delivered 

A new SharePoint site was developed 
to address the specific needs of the
Issue Management team.

SharePoint’s security capabilities
were extended to wherever files
downloaded from SharePoint
travelled – anywhere in the world.

Each issue would be tracked in separate SharePoint libraries.

SharePoint security is effective only as long as the files reside within SharePoint. It is 
rendered ineffective when the file is taken out of SharePoint for sharing with others. 
With Seclore’s integration, SharePoint security capabilities can be extended and 
enhanced to “stick” to the file and stay with it – wherever it is sent. Seclore’s 
Enterprise Digital Rights Management solution was seamlessly integrated with 
SharePoint using its out-of-the-box SharePoint connector. This process required no 
development efforts on either side. Deploying the SharePoint connector took just a 
few hours. 

Seclore’s SharePoint connector extends the security offered by SharePoint to areas 
beyond SharePoint’s control. As soon as a file is downloaded from a SharePoint 
library, it is automatically protected using Seclore just before being downloaded. 
This protection is transparent to the user downloading the document. Hence, the 
actual information remains protected and secure – even when it moves outside 
SharePoint. The access permissions on the file are similar to those on the 
SharePoint Library where the file was downloaded from e.g. the same people who 
had access to the library would possess access to the downloaded file etc. Hence, 
an unauthorized user would not be able to open the files even if he got hold of them.

In general, SharePoint’s version control (just as its security) is effective only within 
SharePoint. With SharePoint-Seclore integration, older versions of files can be 
de-activated even after they have been downloaded from SharePoint – regardless of 
where in the world they are located. Deactivating a file is a simple two-click process 
and can be performed by the file owner himself or IT staff – depending on the 
organization’s policies. De-activated files do not open and the users are forced to 
download the latest version from the library again.

Access to this library was restricted to selected project team members only. The 
access permission to these users were directly mapped to the Seclore access 
permissions that would be applied on the files when they would get downloaded or 
checked out from this library. Configuring a SharePoint library to release files only in 
protected form was a one-time activity and required just 4-5 clicks.

These reports can be used to facilitate compliance with ISO standards,  
HIPAA, SOX etc.

Thousands of files are protected and are being shared and worked upon using this solution every month. This is just one of many 
cases where Seclore’s Enterprise Digital Rights Management solution was successfully implemented and used as a full-fledged 
infrastructural element. With its seamless integration capabilities, Seclore can be plugged into any enterprise IT system. Rather than 
interfering with existing business processes and workflows (as is the case with many other IT products), Seclore serves to enhance 
them and secure information wherever it travels.

SharePoint’s version control
capabilities were extended to the
files themselves – even after they
were downloaded from SharePoint.

A new library was created for very
issue identified by the Issue
Management team.

A complete audit trail of activities 
performed on the file is available via
a central web-based console.



About Seclore
Seclore offers the market’s first fully browser-based data-centric security solution, which enables organizations to control the usage of 
files wherever they go, both within and outside of the organization’s boundaries. The ability to remotely enforce and audit who can view, 
edit, copy, screen share, and redistribute files empowers organizations to embrace mobility, file-sharing, and external collaboration with 
confidence. With over 2000 companies in 29 countries using Seclore to protect 10 petabytes of data, Seclore is helping organizations 
achieve their data security, governance, and compliance objectives.

Learn how easy it now is to keep your most sensitive data safe, and compliant.
Contact us at: info@seclore.com or CALL 1-844-4-SECLORE.
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