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INTRODUCTION 
What is Data-Centric Security?

CHAPTER 1

Data Security Isn’t Getting Easier
Whether you are a financial services organization working with 
sensitive customer information or a manufacturing company 
needing to share critical technical specifications containing 
intellectual property, one thing is clear:  the need to control the use 
of information, no matter where it travels or is stored, is becoming a 
growing challenge and security risk.

Most companies have a decent handle on securing structured data 
stored in databases, it is the unstructured data (typically more than 
80% of an organization’s data) that is hard to control, especially 
considering:

• Device uncertainty: Employees and contractors are using non-
enterprise-controlled devices 

• Network uncertainty: Most systems and devices are on public, 
uncontrollable networks 

• Application uncertainty: Increased use of largely ungoverned 
cloud infrastructure and applications



• User uncertainty: The use of sub-contractors, partners, and 
outsourcers continues to grow

• Regulatory framework uncertainty: New regulations are 
requiring organizations to control information even when it 
travels beyond the traditional ‘perimeter’ 

What is Data-Centric Security?
Data-Centric Security is the ability to take a very data-centric view of 
security and make security independent of the device, application, 
network, and person. The data-centric view of security embeds 
security controls into the data itself so that these controls travel 
with the data at-rest (stored), in- transit (shared) and at-work (while 
being utilized in an application). 

Data-Centric Security, in some sense, is the ultimate security 
measure - where the data itself becomes security aware and 
independent of the security of the infrastructure (device, network, 
application, and transport method).

The core Data-Centric Security solutions include Content-Aware 
Data Loss Prevention (DLP), Cloud Access Security Broker (CASB), 
Rights Management (referred to as IRM, DRM, ERM or EDRM), Data 
Classification, and basic Encryption solutions (eMail/Disk/File). 
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So Many Choices It Makes Your 
Head Hurt
So which solutions do you deploy to better control the use of 
sensitive information? 

While it is clear that device, network, and application security 
solutions are no longer adequate to protect corporate information, 
what isn’t so clear is which Data-Centric Security solutions you 
should invest in to reduce your risk of a security breach. Some of 
the key solutions available to you include:

• Encryption:  Encryption technologies are available in various 
avatars including SSL, file encryption, disk encryption, email 
encryption, and the likes. Encryption technologies are usually 
robust while the information is encrypted. The challenges with 
encryption have been around effective key management and the 
fact that once someone does get access to the information to 
support collaboration - then all bets are off.

• Data Discovery and Loss Prevention: These systems are great at 
detecting and then effectively controlling the flow of information 
so that it cannot be transmitted outside the enterprise perimeter. 
The challenges with DLP technologies have been around 
policy administration (what does the enterprise consider 
confidential?) and the increasingly porous and vague definitions 
of the enterprise perimeter. As well, they are not effective when 
information needs to be shared to support collaboration.



• Cloud Access Security Brokers (CASB): In the context of Data-
Centric Security they can be seen as Cloud DLPs. They help 
identify, monitor and control the enterprise’s use of Cloud 
technologies and extend enterprise control to Cloud applications. 
The challenges with CASBs have been around the rapid changes 
in Cloud technologies and their struggle to keep up with the 
plethora of Cloud technologies in the absence of standards. 

• Rights Management: Rights Management systems allow 
security controls to be embedded into data itself. These 
controls remain active even while the data is being worked 
upon and remain persistent no matter where the data travels. 
Challenges with Rights Management systems have been around 
policy administration (who manages the security controls) and 
dependence on file format applications, and operating systems. 

• Data Classification: Classification systems formalize the process 
of identifying and labeling sensitive information, largely by driving 
employees to make decisions. Most current Classification 
systems have an element of machine assistance based on 
content and context. Classification systems are however, 
dependent on other systems to implement the security policy 
associated with a classification label. Data Classification is often 
used as a method to increase the effectiveness of DLP, CASB, 
and Rights Management solutions. 

Other specialized solutions that are often augmented by or 
integrated with Data-Centric Security include specialized platforms 
for secure collaboration (email, EFSS), and reporting (SIEM, GRC).
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It is challenging to control and protect the usage of sensitive information, no 
matter how it is shared or stored, and while it is opened and being utilized. 

Take the
Data Protection Challenge

Rate where you stand in the goal

to fully protect your information.

Can you….

Delete files from any device (personal laptop, 
personal mobile device, USG) when an employee 
leaves your company?

Delete files when a partnership ends or a project 
is completed (e.g. M & A files on lawyers devices, 
technical specifications on sub-contractors 
devices)?

Control exactly what a recipient can do with a file 
while they are working upon it (e.g. view, edit, 
screen share, print)?
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Control which device or IP address/geo a recipient 
can utilize a document from?

Pre-set expiration times for a recipient to utilize a 
document?

Modify usage controls after documents have been 
shared? 

Automatically add usage controls to a document 
based on a Data Classification label?

Automatically add usage controls to a document 
based on a DLP/CASB discovery or detection 
event?

Track both authorized usage and unauthorized 
usage attempts for a particular document?

Export usage data to a SIEM, GRC or other 
reporting tool for further analysis and compliance 
reporting?  
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If you answered ‘no’ to any of these questions, you will want to read on to 
determine how to optimize the protection and tracking of your sensitive 
information.
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Trends Driving the Need for 
Data-Centric Security

CHAPTER 2

The headlines show us that in spite of huge investments in security 
solutions, data breaches and loss continue to plague every 
organization.

“Through June 2017, US 
companies reported 791 data 

breaches. There were 613 
reported breaches  at  the same 
period in 2016, so  at this pace, 
2017’s figures will smash last 

year’s record of 1,093.”
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USERS DATA

INFRASTRUCTURE REGULATIONS

Working outside the corporate 
networks

Need to work in multiple 
locations

Includes many third-party users

Users need to utilize data 
freely to be productive without 
compromising security

Explosion of unique devices 
and BYOD

Growing use of ungoverned 
Cloud applications

Devices on uncontrollable 
networks

Growing number of regulations

Heavy fines

Require data-centric control 
to comply

Why Traditional Security
Solutions Are No Longer Sufficient

So how can organizations protect enterprise information that 
needs to be shared, while remaining agile to new technologies and 
collaboration scenarios? The answer is Data-Centric Security. 



Primary Use Cases for  
Data-Centric Security 
Data-Centric Security addresses a variety of use cases, mostly in 
the area of regulatory compliance, protection of sensitive data such 
as Intellectual Property (IP), and the ability to adopt innovations 
without increasing the risk of a security breach.

Protection of Intellectual Property and Other 
Sensitive Data

One of the primary drivers for Data-Centric Security revolves around 
the need to protect Intellectual Property and other core information 
assets as they are shared within and outside of the governed 
infrastructure.

 
Quick Tip – How to Revoke Access to Information 
You’ve Already Shared 

If you need to ‘recall’ or revoke access to information that you have 
shared with employees and third-parties (employee data, customer 
data, and intellectual property) during the collaboration process, 
you will want to deploy Rights Management.

The fact is that Intellectual Property is increasingly coming under 
threat. Valuable data (technical specifications, revenue statements, 
formulas) often needs to be shared with users (partners, clients, 
contractors and advisors) external to the corporation. The external 
collaboration could include lawyers working on mergers and 
acquisitions, financial officers sharing statements with advisors, or 
engineers sharing technical specifications with sub-contractors and 
partners. 
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And stopping Intellectual Property from ‘leaving’ with the employee is 
still a huge challenge. 

Organizations need to ensure that Intellectual Property is adequately 
secured during the collaboration process, and that it can be ‘recalled’ 
when required, even when an employee leaves the company. 

The challenge is to increase protection without sacrificing productivity. 

LAM Research discusses how they are using Data-Centric Security to 
protect Intellectual Property. 

Reduce Liability Associated with Data Received 
From Customers and External Agencies

Service providers frequently receive sensitive information covered 
by NDAs with serious consequences in case of a breach. Examples 
include:

• Outsourcers may receive customer and employee information as a 
part of a customer support/payroll processing contract. 

• Legal research firms receive yet-to-be-filed patent information. 

• Design and EPC companies receive project plans and IP belonging 
to their customers. 

With each piece of information received under NDA comes the 
challenge of security and the potential liability in the case of a breach 
– along with the high costs of cyber insurance.

The need to secure data received under NDA, be able to track it 
as it flows within the service provider enterprise, and to be able to 
effectively delete the data and prove compliance to regulations are 
critical factors in reducing liability and costs. 

Hear how Donnelly Financial Services is protecting sensitive 
information they receive from companies. 
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Addressing Regulatory Compliance

Compliance and privacy use cases are based on the need to protect 
sensitive customer, partner, and employee information wherever 
it travels. The newer regulations are aggressive and difficult to 
address, especially those that require the organization to protect 
and recall information no matter where it travels.  Because sensitive 
information often travels beyond the corporate perimeter to support 
collaboration, traditional security solutions such as file/email 
encryption, DLP, and Data Classification are often not enough to 
adequately address the newer regulatory requirements. Regulations 
are driving many organizations to consider Rights Management as a 
complement to other Data-Centric Security solutions. 

See how Exostar is protecting sensitive information in response to 
NIST regulations.

Agility to Embrace Innovation

Organizations need to leverage time and money saving tools 
and optimize processes to remain competitive. Some of these 
innovations, while positive on one hand, also create security risks. 
The use of file-sharing services, Cloud applications, personal 
devices, and outsourcing are all positive in terms of productivity and 
cost savings, but each creates a headache for the IT Security team. 

Data-Centric Security can be looked at as the ‘innovation enabler’ 
because it persistently protects information regardless of the 
device, sharing method, or where the recipient resides (internal or 
external to the corporate network).  

A Silicon Valley software company shares how they are maximizing 
agility without impacting security using Data-Centric Security.
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What Solutions are 
Part of a Data-Centric 
Security Framework?

CHAPTER 3

There are several options to consider when you are looking to build 
out your Data-Centric Security framework. Many of these solutions 
have been around for a decade or more, but are now becoming 
more viable after multiple generations of technology development.

Let’s take a look at some of the primary solution you may already 
have deployed or are considering as part of your shift to Data-
Centric Security.

Data Classification Solutions
Some organizations need or want to start a Data-Centric Security 
framework by having employees label the sensitivity (classification) 
of information as it is created or shared. Data Classification allows 
your users to assign a visual label to the documents they create, so 
that informed decisions can be taken about how the file is managed, 
protected, and shared. 
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Data Classification also turns the visual label into metadata, 
which can be used in turn to drive Rights Management, Data 
Loss Prevention (DLP), and archival solutions. Specifically, once 
information has been classified, a Rights Management or DLP 
solution will utilize the metadata for mapping to more granular, 
persistent usage controls or detection policies, respectively.  

Limitations of Data Classification

As a stand-alone solution, Data Classification has limitations 
related to fully controlling the use of information, especially where 
an organization wants to enforce and control usage once the 
information is shared and being used. Here are some limitations:

• Classification cannot control the use of information once the file 
is open and on the recipient’s desktop (what is called the ‘what’: 
view, edit, screen capture, etc.)

• Classification cannot control when a document can be used nor 
from which location

• Revoking the use of a document (and any copy made) once it is 
shared is not part of the Data Classification technology

• Cannot track granular use of information wherever it travels for 
compliance/audit reporting
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The Best Fit for Data Classification

If your organization fits the descriptions below, then starting with 
Data Classification will give you a strong foundation for a Data-
Centric Security framework. 

• Unclear on the best use case for Rights Management 

• Unsure of where you have the greatest risk for a security breach 
related to unstructured documents 

• Having challenges determining which documents are most 
sensitive 

• Unclear on where your sensitive information is located and being 
shared

How Seclore Helps

Seclore Data Classification, offers you an industry-leading 
classification tool for identifying and labeling sensitive information. 
The solution is seamlessly integrated with the Seclore Data-Centric 
Security framework, enabling you to easily add Rights Management 
to your security infrastructure when the time is right. 

Through this integration, as documents are classified, the 
appropriate usage controls (rights) can be automatically applied 
to the file, ensuring your sensitive information remains under your 
control no matter where it travels.

Here’s more on Seclore Data Classification.
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Content-Aware Data Loss 
Prevention (DLP) Solutions  
and CASB
Data Loss Prevention (DLP) and CASB solutions can ‘read’ the 
content of files as they are stored or transmitted within the 
enterprise or to the Cloud. Content awareness in these solutions 
comes from a discovery component which has the capability of 
scanning storage and network elements based on keywords and 
patterns. Based on these patterns, a DLP or CASB solution can stop 
sensitive information from leaving the corporate network.

Limitations of DLP / CASB

DLP and CASB solutions require resources to review the files that 
have been detected, a challenge when resources are thin and costly. 
As well, these systems are notorious for creating false-positives, 
negatively impacting the solution administration cost. Finally, these 
systems can reduce enterprise productivity. For example, an email 
with an attachment can be ‘detained’ and sit in a queue waiting for 
someone to review whether an exception should be made. 

In general, DLP and CASB solutions cannot extend enterprise 
security controls to data traveling to a recipient outside of the 
enterprise or specific cloud applications, leaving data unprotected.
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Most organizations need a way to secure and audit information 
that needs to leave an organization to support business processes, 
reducing the value of DLP and CASB as stand-alone tools. 

The Best Fit for DLP / CASB

A DLP/CASB system is very useful when the organization can focus 
it on a small subset of sensitive information which never needs to 
go to any personal device, or any external user.

These solutions are also of value as an add-on to Data 
Classification and Rights Management solutions. For example:  
when a file is classified, the DLP system can then be set to 
automatically block files from leaving the perimeter based on the 
metadata, reducing the false positives. The DLP system can also 
provide ‘discovery’ for a Rights Management system to automate 
the ‘attachment’ of the appropriate granular usage controls.

How Seclore Helps

Seclore provides a range of pre-built connectors for DLP systems, 
making it easy to add Seclore Data Classification and Seclore 
Rights Management to a variety of best-of-breed DLP systems, and 
automating the process of associating usage controls with files.

For more on:

• Connecting DLP to a Data-Centric Platform

• Seclore Connector for McAfee DLP

• Seclore Connector for Symantec DLP

• Seclore Connector for Forcepoint DLP
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Rights Management Solutions
If you are looking to protect information wherever it goes (beyond 
the corporate perimeter for example), and control what a recipient 
can do with a document that is being worked upon, then a Rights 
Management solution will be essential for your Data-Centric 
Security infrastructure. 

In some of the next-generation solutions, the ‘rights’ are 
automatically applied as data and files are discovered, downloaded, 
and shared via connectors with DLP, CASB, ECM, ERP and EFSS/
email solutions. In other cases, the document creator or an 
administrator can determine who may access a document and what 
they can do with it, when, and where.

Unlike File, Disk or Email Encryption, the usage controls (rights) 
persist with the document and include who can access the file, what 
the person can do with the file while in use (view, cut/paste, screen 
share, print, edit), from which location/IP address, and when. 

These controls travel with the document and apply to internal 
infrastructure or external cloud environments and devices. The 
granular usage controls can be managed and revoked even once the 
file has been shared and all actions on the file are recorded for audit 
purposes. 

Because Rights Management solutions are fundamental to 
controlling the use of information to the ‘last mile’, they are often 
paired with other Data-Centric Security solutions including DLP, 
CASB, and Data Classification to ensure information is fully secure 
after it is detected and classified.
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Limitations of Rights Management

You will want to deploy a Rights Management solution that offers 
agentless technology to ensure that users outside of the corporate 
perimeter can easily adopt the technology. 

Because Rights Management systems protect information while in 
use by another application (Word, PowerPoint, Excel, CAD, images) 
some Rights Management systems are limited to the types of files 
they can protect or require additional viewers, which complicate 
deployments and adoption.

Best Fit for Rights Management 

Where you have already identified a use case and know where you 
have sensitive information at risk, Rights Management can rapidly 
close security gaps and protect information wherever it travels and 
while in use. 

Rights Management systems are also great additions to a Data 
Classification, DLP or CASB solution. Look for Rights Management 
systems that have pre-built connectors to best-of-breed Data 
Classification, DLP and CASB systems to simplify deployment, 
maximize automation, and reduce the effort to manage policies. 

How Seclore Helps

Seclore Rights Management is a completely browser-based 
solution, that make it seamless to the end user who is securing or 
receiving protected documents. An intuitive, thoughtful interface for 
protecting content shared via email, also makes it easy for users to 
protect email content and attachments as they are shared. 
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Seclore’s unique Policy Federation capability and pre-built 
connectors for ECM, DLP, EFSS, ERP and other enterprise systems 
enables automated mapping of policies so that documents can 
be automatically protected as they are discovered, detected, 
downloaded and shared. 

The Seclore Rights Management solution is also fully integrated 
with the Seclore Data Classification solution (powered by Boldon 
James) to facilitate automated protection of documents based on 
classification metadata. 

For more on Seclore Rights Management, check out this 
demonstration.

Encryption Solutions
File, Disk and Email Encryption solutions are useful for protecting 
data at-rest and in-motion. They are easily understood and easily 
deployed, providing the basics for protecting information.

Limitations of Encryption

Where Encryption solutions lack juice, however, is protecting data 
at-work. Most organizations can benefit from replacing file and 
email encryption with Rights Management, where data is protected 
not only at rest and in transit but is also controlled at a granular level 
while in-use. 

The ability to move beyond the ‘on/off’ aspect of Encryption towards 
controlling who can do what with a document, when, and from 
which device/location while working within the native application 
(MS Word, MS Excel, AutoCad, etc) is what organizations need to 
ensure secure collaboration in today’s world.
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How Seclore Helps

Seclore Rights Management can readily replace File and Email 
Encryption solutions. Because files can be automatically protected 
with encryption that controls documents at rest, in transit and 
at work, Rights Management will enable organizations to go 
well beyond basic encryption and more fully protect information 
wherever it travels and while it is in use. 

As well, Seclore Rights Management will give organizations 
automated monitoring and tracking of exactly what has happened 
with a file, including who did what with a document, when, and from 
where (IP address), fulfilling the requirements of many compliance 
regulations.

Check out Seclore Rights Management here.



Summary of Data-Centric Security 
Solutions' Capabilities
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Discover Classify Protect Audit

Encryption No No Partial No

DLP Yes Partial No Yes

CASB Yes Partial No Yes

Rights
Management No No Yes Yes

Data
Classification Partial Yes No No
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Recommendations – 
How to Build a Smarter 
Data-Centric Security 

Infrastructure

CHAPTER 4

Organizations are actively exploring how they can best utilize and 
integrate the various Data-Centric Security solutions available on the 
market to better address their most pressing use cases. 

The objective is to select the solution or combination of solutions 
that not only discover, classify, protect, and audit the data wherever 
it travels, but also seamlessly fit the way employees and third-
parties need to collaborate and share information.

Let’s look at various scenarios and see where you should start 
or where you can add Data-Centric Security into your current 
infrastructure. The goal will be to determine the combination 
of solutions that will best address your security and regulatory 
requirements. 



 

In this scenario, you have not invested in any of the Data-Centric 
Security systems.

There are two options of how to start: Big Bang or Small Wins.

Big Bang Approach
A Big Bang approach is, depending on the size of your organization, 
large and lengthy. It would typically start with an internal or external 
consulting exercise to establish a comprehensive set of use cases, 
then a serial deployment of solutions in the order of Discover-> 
Classify->Protect->Analyze.

Success in this approach has eluded most enterprises as the length 
of the program usually exceeds patience levels to invest more time 
without proof of success. 

Small Wins Approach
The ‘Small Win’ approach has a better chance of success. In this 
approach the Discover and Classify phases are skipped from a system 
perspective and the focus is on pre-identified use cases. For example:

 3 Board communication security 

 3 Sharing of sensitive IP with sub-contractors

 3 Customer data that is shared with outsourcers 

The use cases are selected for highest risk and highest impact. 

Scenario 1 – Fresh Start
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The Small Wins Process:
1. Engaging business users and line managers around chosen use 

case. 

2. Focus on direct protection using Rights Management.

3. Track critical usage information for audits and compliance.

4. Use a connector to your ECM solution (e.g. MS SharePoint) and 
automatically protect sensitive information as it is downloaded and 
shared.

Each use case delivers a ’Small Win’ and within a few weeks 
justifies the investment. A series of these ’wins’ can drive adoption, 
acceptability of the solutions, and most importantly executive 
sponsorship for the 'Big Bang' approach if it makes sense. 

Quick Tip

You may find it beneficial to use the DLP findings/reports or Data 
Classification labels to determine where else you may want to deploy 
Rights Management and fully secure your information wherever it travels. 

More information on Seclore Data-Centric Security here. 



Many organizations have already invested in DLP. It is a great tool for 
detecting and stopping information from leaving the organization. 
Knowledge of the potential data leaks is very useful for gaining 
visibility into user behavior and risks. 

To fully leverage and complement DLP, we recommend that you add: 

• Rights Management to your Data-Centric Security infrastructure. 

• As sensitive information is discovered by the DLP system, Rights 
Management can automatically apply granular usage controls to 
the information based on the DLP discovery policies.

You kill four birds with one stone with the combination of DLP + 
Rights Management:  

1. Your sensitive information (detected by DLP) can be automatically 
protected and travel to its intended recipient without intervention.

2. You remain in complete control of who can do what with this file, 
when, and from where. 

3. You are able to track all document usage.

4. You can revoke access after the document is shared, a key 
requirement in regulatory compliance.

Scenario 2 – What’s Next - Already 
Have DLP in Place
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The goal will be to leverage your current DLP policies and map them 
to the granular usage controls provided in Rights Management. You 
can also utilize the outputs from DLP to determine where Rights 
Management should be deployed.

Find out more here:

• Seclore Rights Management

• Seclore Data-Centric Security

• Seclore DLP Connectivity
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In this scenario:
• You may have DLP deployed but cannot keep up with clearing the 

detected document queues and are inundated with false positives, 
hampering productivity.   

• You may also have an active or passive Data Classification initiative 
where the data classification strategy and rules have been defined 
but no clear systemic implementation has happened.

• And…you may be looking at Rights Management, or even tried to 
deploy it in the past with limited success.

Step One: Close the Big Security Gap 
• Get all of the different technology and process initiatives aligned to 

a use case where you have a known security risk and gap.   

• This is a cheaper approach to value and can help quickly convert 
the ’Big and Messy’ to ‘Focused and Meaningful.’

In Parallel: Determine Other Areas  
of Risk
• You likely have sensitive information that is at risk in other areas 

of your organization but are unclear of what where it is and what 
should be labeled as sensitive. 

Scenario 3 – Big and Messy
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• Use DLP and Data Classification to discover and classify 
information.

• As information is discovered and classified, you will gain greater 
insights on other areas of security risk. 

• Automatically add document protection to sensitive information 
(based on the classification metatag or DLP policy) using your 
Rights Management system. 

Here’s more information:

• Demo: See how Seclore Data Classification & Rights Management 
work together to protect information

• RFP Guide: Helps you determine that will help you determine what 
to look for in a Rights Management solution

• Solution Brief: See how DLP and Seclore Rights Management work 
together to detect and protect information
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In this scenario, you already have Rights Management in place, but 
are finding it isn’t robust enough (doesn’t protect all file types e.g.) 
and isn’t easily adopted by external collaborators, a major stumbling 
block. You are ready to move to an open Data-Centric Security 
Platform that allows you to utilize best-of-breed solutions.

Step 1 
Since you may have already identified primary use cases for data 
protection, it will be easy to deploy Seclore’s Unified Policy Manager 
and Rights Management to address your most pressing document 
protection concerns. You will be able to protect any type of file 
and make it easy for sharing protected documents with external 
collaborators due to an intuitive browser-based interface.

Step 2 
Determine if you want to add Data Classification and best-of-breed 
DLP, CASB, and SIEM solutions to your Data-Centric Security 
Platform. They are all easily connected through the Seclore Unified 
Policy Manager providing common policy management and a high-
degree of automation across the discovery, classification, protection, 
and analysis processes.

Step 3 
Leverage MS Sharepoint and other content management, file sharing, 
email, and enterprise systems through a robust library of pre-built 
connectors so that information is automatically protected as it is 
downloaded and shared.

Scenario 4 – Need an Upgrade
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More Information: See how to connect your best-of-breed Data-
Centric Security solutions with MS Sharepoint here.

Quick Tip:  Automation is the Answer to Closing 
Security Gaps

To ensure maximum long-term adoption of Rights Management, Seclore 
has created integrations and a robust library of connectors with leading 
Data Classification, DLP, EFSS, ECM, ERP and other enterprise systems. 

These integrations/connectors, plus an innovative Policy Federation 
capability, make it easy for enterprises to leverage existing access policies 
created in other systems and map them to the granular usage controls of 
the Seclore Rights Management solution. 

Through the Connectors and Policy Federation, documents can be 
automatically protected with granular usage controls as they are 
discovered, classified, detected, downloaded, and shared. By eliminating 
the ‘human’ intervention factor, more documents are protected, and 
security gaps are quickly and consistently closed.



 

Seclore’s Approach to 
Data-Centric Security

CHAPTER 5

Maximize automation across systems for rapid and 
consistent closure of security gaps, 

Reduce on-going administrative costs, and 

Simplify the integration of existing and future 
investments in data protection. 

Seclore enables organizations to easily deploy a complete, best-of-
breed Data-Centric Security infrastructure, designed to: 

 
There are three key parts to the Seclore Data-Centric Security 
Platform:  

Seclore Connectors to Enterprise Systems

Seclore Unified Policy Manager

Seclore Data-Centric Security Solution Suite
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Seclore Data-Centric
Security Platform

The Seclore Data-Centric Security Platform makes it easy to utilize best-
of-breed solutions to ensure full protection and tracking of sensitive 
information. 



Seclore Data-Centric
Security Platform
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Seclore Data-Centric Security 
Solution Suite 
Seclore provides several of the core Data-Centric Security solutions 
including:

• Rights Management

• Data Classification

• Document-Usage Tracking 

The framework also includes a library of Seclore pre-connectors 
for leading DLP solutions including McAfee, Forcepoint, Digital 
Guardian, and Symantec, making it effortless for organizations to 
utilize their favorite DLP offering. 

These solutions work together to automate the discovery, 
classification, protection and tracking processes. By reducing 
the intervention of humans in the process, Seclore enables 
organizations to consistently achieve a high level of document 
protection and tracking.
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Integration with Existing 
Infrastructure
Most documents are created and stored in systems such as 
transactional, ERP, file shares and ECM systems. As well, most 
documents are shared using email and file-sharing services. The 
Seclore Data-Centric Security framework includes: 

• Seamless integrations with leading email and messaging 
systems 

• Library of pre-built connectors for leading file sharing, ECM and 
ERP systems

• Robust API toolkit for creating integration with other 
transactional systems

The goal of the connectors is to automatically protect sensitive 
documents as they are downloaded and shared to rapidly and 
consistently close the security gaps. 

Seclore Unified Policy Engine
Through the innovative Seclore Unified Policy Manager…the Data-
Centric Security solutions and the existing infrastructure systems 
work seamlessly to discover, identify, protect and track the usage 
of documents as the documents are downloaded from file shares, 
content management and other transactional systems and shared 
via email or file-sharing services. 
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The Seclore Unified Policy Manager is the heart-and-soul of the 
Data-Centric Security Platform. It includes the following: 

Seclore Policy Management facilitates the mapping 
of access/discovery/classification rules (from Data 
Classification, DLP, ECM, ERP, file-sharing systems) with 
the granular usage controls of Rights Management. 

Seclore Identity Management enables both internal 
and external users to authenticate using a variety of 
methods including Google Authentication, ensuring 
the adoption and use of protected documents is 
frictionless.

Integrations with eMail and Messaging systems and 
connections to external systems and other Data-Centric 
Security solutions such as DLP and CASB

Encryption and Key Management. You can utilize 
the encryption technology shipped with the Seclore 
solution, or you can seamlessly leverage your preferred 
encryption methods. 

Document Usage Tracking data is consolidated for 
viewing and analysis via the Seclore Dashboard, or to 
be exported to leading SIEM, GRC and other reporting 
solutions using a Seclore Connector. 

RULES
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Which Data-Centric Solutions
Do You Need?

Manual Automated

Discover Seclore offers DFA (Data Flow 
Analysis) as a service.

Seclore offers connectors 
to best of breed DLP and 
Discovery solutions.

Classify
User driven classification with 
or without machine assitance 
is available as part of Seclore 
Data Classification.

A combination of Seclore Data 
Classification and Seclore DLP 
Connectors can automate the 
classification.

Protect
Seclore Rights Management 
allows manual protection for 
documents and emails.

Various connectors to DLP, 
CASB, EFSS, File Servers 
enable automated protection 
using Seclore Rights 
Management.

Analyze
The Seclore Dashboard 
provides visibility and analysis 
on data usage and policies.

Seclore APIs allow real time 
extraction of usage data 
for SIEM and other security 
analytics tools. 
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About Seclore
Seclore offers the market’s first fully browser-based Data-Centric Security Platform, which gives 

organizations the agility to utilize best-of-breed solutions to discover, identify, protect, and analyze 

the usage of data wherever it goes, both within and outside of the organization’s boundaries. The 

ability to automate the Data-Centric Security process enables organizations to fully protect 

information with minimal friction and cost. Over 2000 companies in 29 countries are using Seclore to 

achieve their data security, governance, and compliance objectives.
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